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The Data You Don’t Know You
Have: The Shadow Data
Reckoning
A study of 280 enterprise data security and privacy leaders on the sensitive data

living outside their inventories — where it hides, how it multiplies, and what it costs

when it surfaces on its own schedule.

62%
found sensitive data in stores they
had never inventoried — in the last 12

months alone

3.4
average copies of each sensitive
record scattered across enterprise

environments

2.3x
longer to contain incidents involving
data the team didn’t know existed

Conducted by an independent third-party research firm

on behalf of Cyera  ·  n=280  ·  April 2026
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E X E C U T I V E  S UMMA RY

Every data security program protects the
map. The breach comes from the territory.

Ask an enterprise data security leader how much of their sensitive data they can see, and the average answer in

this study was a comfortable 71%. Then ask what happened in the last twelve months, and the comfort

evaporates: 62% discovered sensitive data in a store they had never inventoried — a forgotten bucket, a

developer’s copy, a SaaS app someone expensed in 2023. A third found it somewhere they believed was

decommissioned.

Shadow data is not an edge case. It is a production system. Sensitive records in the enterprises we surveyed exist

in an average of 3.4 copies, replicated by pipelines, backups, test environments, and analytics exports that no

control was ever pointed at. A majority of leaders (57%) admit that more than a quarter of their cloud data is

unknown or unclassified today.

The tooling bought to solve this has become part of the problem. Respondents run an average of 4.2 data

security tools, and 71% say those tools disagree about what is sensitive. The result is not four layers of defense —

it is four incompatible maps of the same unexplored territory. 58% are actively consolidating onto fewer platforms

in the next 18 months.

The cost of the gap is no longer theoretical. 39% experienced a security incident in the past two years involving

data they didn’t know existed, and those incidents took 2.3x longer to contain — because the first week of

response was spent discovering what the attacker already knew. This report maps where shadow data hides, why

it multiplies, and what the minority who closed the gap did differently.

71%
average claimed visibility into

sensitive data

62%
found uninventoried sensitive

data in past 12 months

4.2
average data security tools

per enterprise

39%
had an incident involving

unknown data
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F I N D I N G  0 1

The known-data illusion: 71% claimed
visibility, punctured 62% of the time

Leaders believe they can see roughly seven-tenths of their sensitive data. But belief met evidence in the past year:

62% found sensitive data in a store that appeared on no inventory, and 34% found it in an environment they

thought was retired. Where does it hide? Everywhere work happens faster than governance.

Where uninventoried sensitive data was discovered

%  OF  RESPONDENTS  WHO  FOUND  SHADOW  DATA  ·  MULTIPLE  RESPONSES  ·  N= 1 74

Abandoned / legacy datastores

41%

Developer copies & test environments

36%

SaaS apps adopted outside IT

33%

Unmanaged cloud object storage

29%

BI / analytics exports

24%

W H Y  T H I S  M AT T E R S

Every control you own — DLP, encryption, access policy — applies only to data you know about. A 29-point gap

between claimed visibility and observed reality means roughly a third of the estate is governed by luck. Discovery isn’t a

compliance checkbox; it’s the precondition for every other control working.
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F I N D I N G  0 2

Copy sprawl: your crown jewels exist in
3.4 places — and you’re guarding one

Data doesn’t sit still. Pipelines replicate it, engineers clone it, backups preserve it, analysts export it. Respondents

estimate each sensitive record exists in an average of 3.4 copies across their environments — and more than half

say the true number for their most critical data is 3 or higher. Only 12% believe their sensitive data lives in exactly

one governed place.

“How many copies of a typical sensitive record exist across your environments?”

%  OF  RESPONDENTS  ·  N= 2 8 0

1 copy

12%

2 copies

26%

3–4 copies

37%

5+ copies

18%

Don’t know

7%

“We spent two years hardening the production database. Then we found the same customer table

in a staging cluster, a data science sandbox, and a CSV in someone’s drive. Production was the

safest copy by miles.”

D I R ECTOR  OF  DATA  PROTECT ION ,  GLOBAL  RETA I L  GROUP

W H Y  T H I S  M AT T E R S

Attackers don’t need your best-defended copy — they need any copy. At 3.4 copies per record, a “protected” dataset

with one governed instance still leaves most of its attack surface unwatched. Minimization and copy-detection are now

security controls, not storage-cost optimizations.
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F I N D I N G  0 3

Four tools, four answers: the stack
disagrees about what “sensitive” means

The average respondent runs 4.2 data security tools — a legacy DLP, a cloud-native scanner, a privacy platform, a

warehouse-specific add-on. In theory, defense in depth. In practice, 71% report that their tools return conflicting

classifications for the same data, forcing analysts to arbitrate between dashboards instead of remediating risk.

The state of the data security stack

%  OF  RESPONDENTS  ·  N= 2 8 0

Tools disagree on what is sensitive

71%

Actively consolidating platforms in the next 18 months

58%

Knowingly paying for overlapping coverage

46%

Retired at least one data security tool in the past year

33%

W H Y  T H I S  M AT T E R S

When tools disagree, the tie-breaker is a human — and humans don’t scale to petabytes. Conflicting classifications

quietly become “no classification,” and enforcement gets tuned down to stop the false-positive noise. Consolidation

onto a single source of truth isn’t a procurement preference; it’s how classification becomes trustworthy enough to

automate.
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F I N D I N G  0 4

When unknown data surfaces, it surfaces as
an incident — and takes 2.3x longer to contain

Shadow data eventually introduces itself. For 39% of respondents, the introduction came as a security incident in

the past two years: a breach, exposure, or regulatory finding involving data the team didn’t know existed. Those

incidents ran on the attacker’s clock — respondents report a median 14 days to containment, versus 6 days when

the affected data was known and inventoried.

Median days to contain a data incident

RESPONDENTS  REPORTING  INC IDENTS  IN  THE  PAST  24  MONTHS  ·  N= 1 6 3

Data was known & inventoried

6 days

Data was unknown (“shadow data”)

14 days · 2.3x longer

Worse, the scope often arrived from outside: 31% of those affected first learned the full extent of the exposure

from an external party — a researcher, a regulator, or a customer. The most expensive week of these incidents

wasn’t remediation. It was the discovery work that should have happened years earlier, performed under

subpoena-grade time pressure.

“The forensics bill wasn’t for fixing anything. It was for finding out what we had. We paid incident-

response rates for an inventory.”

C I SO ,  M ID -MARKET  F I NTECH
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F I N D I N G  0 5

The trust threshold: only 26% believe their
classification enough to automate on it

The endgame of data security is automation — policies that quarantine, mask, or revoke access without a human

in the loop. That requires trusting your classification. Today only 26% of leaders trust theirs enough to let it drive

automated enforcement, and 64% still depend on manual tagging somewhere in the pipeline. The exception is

instructive: among respondents using automated, AI-driven discovery and classification across their estate, trust

more than doubles.

“We trust our classification enough to automate enforcement on it”

%  AGREE ING ,  BY  CLASSIF ICAT ION  APPROACH  ·  N= 2 8 0

Mostly manual / rule-based (n=118)

19%

Mixed approach (n=101)

31%

Automated, AI-driven across the estate (n=61)

63%

W H Y  T H I S  M AT T E R S

Classification you can’t act on automatically is documentation, not defense. The 63% trust level among automated

adopters is the difference between “we labeled it” and “the label does something.” Teams that crossed the trust

threshold report enforcing policies on shadow data within hours of discovery — the same data that sat unlabeled for

years under manual regimes.
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WHAT  T H I S  MEAN S

Five moves for data security & privacy leaders

1
Assume your inventory is 30% wrong — and prove otherwise.

Claimed visibility (71%) was punctured for 62% of your peers within a year. Run continuous, agentless discovery

across cloud, SaaS, and on-prem, and treat the delta between claimed and discovered as your real risk register.

2 Hunt copies, not just sources.

At 3.4 copies per sensitive record, protecting the system of record covers a minority of the attack surface.

Detect duplicates and derivatives automatically, then minimize: every copy you delete is a control you no longer

need.

3 Consolidate to one classification source of truth.

Four tools with four opinions produce zero enforceable policies. Join the 58% consolidating — and choose the

platform whose classifications you’d trust to act autonomously.

4 Move discovery costs out of incident response.

Shadow-data incidents take 2.3x longer because inventory happens during the breach. Pre-pay that cost at

platform prices instead of forensics rates — and cut the 14-day containment window back toward 6.

5 Automate enforcement where trust allows — then expand the trusted zone.

Only 26% can automate on their classification today. Start with your highest-confidence data classes, wire

enforcement to them, and let every accuracy gain widen the automated perimeter.
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ME T HODO LO GY

About this study

This report is based on a quantitative online survey of 280 data security and privacy leaders, designed and fielded

in April 2026 by an independent third-party research firm on behalf of Cyera. Respondents were screened for

direct responsibility over data security, data governance, or privacy programs. Percentages are rounded; multiple-

response questions may exceed 100%.

SAMPLE  S IZE

280 qualified respondents

T ITLES

CISO/CSO (24%), VP/Head of Data Security (31%), Director

of Data Protection or Governance (28%), Privacy leaders —

CPO/DPO (17%)

COMPANY  S IZE

1,500+ employees; 38% over 10,000

GEOGRAPHY

North America (64%), Western Europe (36%)

I NDUSTR IES

Financial services, healthcare & life sciences, technology,

retail, manufacturing, public sector

COLLECT ION  PER IOD

April 2026; median completion time 14 minutes

K E Y  M E T R I C S  A N A LY Z E D

Claimed vs. discovered visibility into sensitive data across cloud, SaaS, and on-prem environments

Locations and frequency of uninventoried (“shadow”) data discoveries over trailing 12 months

Copy multiplicity of sensitive records across production, non-production, and analytics environments

Data security tool count, classification conflict rates, and consolidation intent

Incident frequency, containment timelines, and external-notification rates for known vs. unknown data

Classification trust and automation readiness by classification approach
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The reckoning is optional. The shadow
data isn’t.
Every enterprise in this study already owns the data that will define its next incident — it just

hasn’t met it yet. The leaders pulling ahead in 2026 aren’t the ones with the most tools or the

strictest policies. They’re the ones who made discovery continuous, classification

trustworthy, and enforcement automatic, so that unknown data stops being a category.

Cyera’s AI-native platform discovers and classifies data everywhere it lives — across IaaS,

SaaS, DBaaS, and on-prem — maps every identity to the data it can reach, and enforces

protection automatically through DSPM, Omni DLP, and Access Trail. Most customers see

their full data estate, including the parts no inventory ever captured, within days of

connecting.

Get a demo at cyera.com
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